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ABSTRACT

The theoretical foundations of data hiding have been revealed by
formulating the problem as message communication over a noisy
channel, i.e. the host document. In light of this definition, some
solutions have been proposed. Unfortunately, the performances of
those methods are limited due to interference with the host sig-
nal. Considering spread spectrum information hiding with non
i.i.d. Gaussian host signals and weighted distortion measures, we
propose in this paper a game-theoretic resolution of the problem
using side information.

1. INTRODUCTION

Digital watermarking consists in embedding an invisible mes-
sage within a host signal. This paper deals with the problem
of a blind, robust and symmetric data hiding scheme. In
light of information and communication theory, this prob-
lem can be seen as reliably transmiting a message over a
noisy channel, noise being due to modification or attacks of
the host document. The attacks are often modeled as the ad-
dition of white Gaussian noise (AWGN channel) [1, 2], or
as linear filtering plus additive noise [3, 4]. The perceptual
sensitivity of the host signal is often taken into account for
choosing embedding sites and strength.

After presenting the watermarking general scheme in
Sec. 2, we introduce side information principles in Sec. 3.
Then digital watermarking is revisited in light of a general
channel model. While the host signal is often considered as
an ergodic wide sense stationary Gaussian random process,
which is rarely satisfied for real signals, we assume that it
can be modeled as a set of independent non identically dis-
tributed Gaussian random variables (non i.i.d. signals). The
attack channel is considered to be a scaling® and an addition
of white Gaussian noise (SAWGN). The game-theoretic res-
olution of the problem (Sec. 4) leads to closed-form expres-
sions of the optimal embedding and extraction parameters,
leading to a practical watermarking scheme.

Ln the case of embedding in the Fourier domain, convolutionnal filter-
ing can be seen as a kind of scaling.
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2. PROBLEM STATEMENT

Many approaches introduced so far assume that the signal
x can be modelled as an ergodic zero-mean wide sense sta-
tionary Gaussian random process [2, 3]. This assumption is
rarely satisfied for real signals or for content adaptive wa-
termarks. We assume instead that the host signal x can
be modelled as the realization of a set of non stationary
Gaussian random variables X = { X3, Xs, ... , X,,,} where
X; ~ N(0,0%,). Letb = {by,bs,... ,b,} be the message
to be embedded in the host signal. The information is then
used as a key for indexing pseudo-random noise sequences
which are additively combined with the signal, weighted by
«; factors. Let G be an x m matrix composed of n pseudo-
random vectors G; € {—1,+1}™. To get less distortion
without loss of performance, the signal is filtered after em-
bedding with a Wiener filter (i.e. a scaling factor defined
by ¥ = ﬁ since o}y, = naj). The watermarked
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signal is obtained by

i = e+ wil =% |zi+ iy Gigbi|, ()
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where z; represents the " site of the host signal and y; the
corresponding watermarked site. In order to extract each
embedded bit b;, a correlation product between the vector
G; and y is generally computed. The term a; is a weighting
factor allowing to adjust the amplitude (or energy) of the
mark for robustness and low perceptual visibility.

The attack channel is often assumed to be AWGN [1, 2].
This model assumes that the distortion induced by the attack
is independent of the watermarked signal, hence can hardly
apply to attacks such as filtering and compression. More ac-
curate models assuming that the distortion depends on the
watermarked signal and based on linear filtering plus addi-
tive noise have been considered in [3, 4]. Here, we consider



that the attacked signal y’ can be expressed as

yz’. = 72’.% + 8 = vixs + Vi Z Gijbj+d;  (2)
ij=1

where v} = ~;/~;" is an attenuation factor on each water-
marked site. This amounts to consider the attack channel as
an SAWGN channel (amplitude scaling by the factor -y, and
additive white Gaussian noise of 6; ~ N(0,03,)).

The distortion measure is defined as a weighted sum of
the MSE on each sample of the host signal, in order to re-
flect the perceptual quality. The expected embedding dis-
tortion is therefore given by
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where ¢; is a perceptual factor (e.g. see [5]). Similarly, the
expected attack distortion is
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3. WATERMARKING WITH SIDE INFORMATION

Let us consider an i.i.d. host signal X ~ N(0, Q), the wa-
termark W with a bounded power constraint L >~ | W2 <
P, and additive noise Z ~ N (0, N). Costa [6] has shown
that the capacity limit in this case of AWGN channel (i.e.
Y =X+ W + Z)is given by

C= L log2 [1 + ]]\Dr] (5)

This limit can be reached with the introduction of additional
information U ~ N (0, P + a?Q) suchas U = W + aX,
known both from the encoder and the extractor. The capac-
ity can then be written as

C= mgx{R(a)} = mgx{I(U;Y) —I(U;S)}. (6)
The maximum of the previous functional is obtained for
a= P+N, which leads to Egn. (5). This method is known
as watermarking with side information (i.e. SI).

In order to be able to watermark the host signal effi-
ciently (i.e. guaranty that the correct message can be ex-
tracted), it is necessary to have o > 1/2, i.e. P > N (see
detailed explanations in [7]). This condition may not be
satisfied in practical situations. This property can however
be verified by embedding in a linear subspace of the origi-
nal space representation. When considering a subspace with
€ X m components, the allowed embedding distortion on this
subspace is P/e, where e represents the ratio between the di-
mensions of the original space m and the selected subspace.
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Fig. 1. Comparison between Costa’s capacity (Eqn. (5)) and
the achievable capacity (Eqgn. (8)).

If this subspace is not known to the attacker, the added noise
Z will be spread over all the components. Thus the noise on
the subspace will still be of the form A/(0, N). Using a lin-
ear subspace then permits to artificially increase the SNR
P/N by a factor of 1/e. The capacity per sample of the
original space is then given by

Cle) = glog2 [1 + %] . @)

Under the constraint that P/e > N (i.e. a > 1/2), this
capacity is maximal for e = P/N. It is then expressed as

o= { horalt+f]

2N

ifP> N,
otherwise.
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Fig. 1 shows the difference between the capacity defined by
Costa and the capacity defined by Eqn. (8) that uses a sub-
space. The loss in term of performance is very low, and
the practical capacity is nearly proportional to the capacity
defined by Costa: for low SNR, Ccosta ~ 55 <. The prac-
tical capacity is then reduced by a factor of In 2, i.e. by 30%.

4. WATERMARKING BASED ON WSS OF NON
[.1.D. SIGNALS

As shown in the previous section, using a linear subspace
permits to embed reliably a message in any cover signal
while reaching performance of side information. Since WSS
techniques use a set of pseudo-random vectors to embed the
watermark, they can be interpreted as a special case of linear
subspace embedding technique, the linear subspace being
the one spanned by the weighted vectors G ;. When writing
the equation T

Yi =z +a ijGi,jv ©)

j=1

the terms b; are then to be considered as the components of
the watermark embedded in the linear subspace. The terms



b; are not bits defining the message independently from the
host data but, in the spirit of side information, are defined as
b = U —acetaX. ST-DM [8] and ST-SCS [9] are examples
of such linear subspace embedding with side information.

4.1. Optimal linear extractor

Now in order to extend those results to noni.i.d. signals, we
look for embedding techniques using WSS with side infor-
mation. Since host data is not ergodic and that perceptual
distortion is considered, non white spread transforms will
be considered (i.e. a non constant for each site). Devel-
opments made in [10] are then extended to the case of side
information. Considering embedding Egn. (1) and SAWGN
attacks, the received signal can be expressed as y; = vjy; +
d;, where §; ~ N(O,ogi). Let us consider the global ex-
tractor as a composition of a linear transform followed by a
watermark extractor in the new linear subspace representa-
tion. Let the linear transform be expressed as

b= Bigvi (10)
=1

In the case of classical WSS technique, the performance
is defined as the ratio between the energy of the embed-
ded mark and the sum of all the interference energies [10].
When considering watermarking with side information, the
host signal does not influence the performance. The SNR
is then defined as the ratio between the energy of the mark
and the added noise. This ratio in the subspace allows to
estimate the embedding capacity (see Eqgn. (8)). The signal
to noise ratio Ej /Ny is therefore expressed as
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where the terms a € [0;1] and b € [0; 1] have been intro-
duced in order to take into account or not respectively the
host data interference, and the self-interference of the wa-
termark. Since E[bf] = 1, the energy of the embedding
process is then expressed by the terms «;.

We then search for parameters 3; ; that maximize the
extractor performance Ey/Ny. The derivative of Eqn. (11)
with respect to 3; ; are then computed. This leads? to the
optimal value

0;v:Gi j
o , 12
Bij o ayiok, +byi(n —1)a? + o3, (12)
and the corresponding signal to noise ratio
B _ i ainy L (13
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2See [7] for details.

4.2. Game-theoreticresolution

Given a maximal allowed distortion, the attacker wants to
minimize the extractor performance E;/Ny. This corre-
sponds to search the parameters «; (i.e. ;) and o5, that
minimize the functional

_ EII) max : Ell> _ Ey
Jy = N + A [Day — Dy ] with No = nNO. (14)

The study of this cost function leads to three domains (see
Fig. 2). First, Dg is defined as the domain where ow, >
@iﬁag(i,. The optimal attack parameters for this case are
~v; = 0 and agi = (0 (the data are erased). The second one
is Dy, defined by ow, < pivV A7) (ack, + b(n — 1)a?).
The parameters are then ; = ~ and agi = 0 (the data
are Wiener filtered). The last domain Dy corresponds to the
optimal attack parameters
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Let us consider the case where a = b = 0 (real side
information). The Wiener attack is not defined for this case.
Given the above attack, the defender strategy is to maximize
Ey /Ny under a constraint of a maximal distortion, i.e. to
maximize the cost function J,, = Jx — x [Day — D;“ya"].
For the domain Dy, this corresponds to the functional for
each site

Tyi = 03 (A=) Woly, + 20V M ow, +4) — 1.
(16)

Study of the derivative of the functional with respect to o,
leads to the optimal embedding energy, given by
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Since the other domain Dg corresponds to the erasure of
the data (then the optimal embedding strength factor is 0),
parameters from Eqn. (17) are always optimal. We can also
deduce a new extractor, defined by 8; ; = ¢;G; 5, that per-
mits optimal extraction without any knowledge of attack
parameters. Fig. 3 shows the shape of the strength oy of
the watermark in terms of the host data standard deviation
ox, for a MSE distortion. We can remark that all the sites
are watermarked, and the higher ox, is, the stronger it is
marked.

ow; =

(17)

5. RESULTS

Performance of the described scheme can be quantified by
E; /No. The capacity per pixel is defined as 2ET*’O In the
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Fig. 2. The tree domains, corresponding to the study of the
attack cost function (a = b = 1).
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Fig. 3. Insertion strength oy in terms of ox for optimum
watermarking defined by Eqgn. (17), with MSE distortion

(ie. p; = 1).

following results, host signal x is obtained with a wavelet
transform of a gray levels image. Fig. 4 depicts those perfor-
mances for three common 512 x 512 images: Lena, Opera
and Paper. The performance decreases with the strength of
the attack and leads to a capacity of 0 bit when all the wa-
termarked wavelet coefficients are set to zero by the attack.
Fig. 5(b) shows the comparison between WSS watermark-
ing with and without side information. As expected, the
scheme using side information provides higher SNR than
the one without SI. Then higher capacities or lower bit er-
rors rate can be obtained.

6. CONCLUSION

We provided in this paper a solution for watermarking of
non i.i.d. signals with side information. Considering weight-
ed distortion in order to better take account of human per-
ception, we analyzed a practical scheme based on spread
spectrum. This leaded to closed-form expressions of em-
bedding and extraction parameters, revealing a practical in-
formation hiding scheme. Provided results showed the per-
formance of the whole system and the gain compared to
classical WSS technique.

(a) Theoretical performance
with  psycho-visual factor
pi = (1+aXl.)*%. Average
embedding distortion Dy, is
setto 1.

(b) Comparison  between
WSS with and without side
information.  The average
embedding distortion is set
to 5 (without psycho-visual

factor, i.e. ¢; = 1).

Fig. 4. Theoretical performances of watermarking.
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